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▶︎ explosion of data produced, collected and stored
▶︎ good algorithm to exploit this data for commercial 

applications: machine learning

per minute in 2021, https://explodingtopics.com/blog/data-generated-per-day

https://explodingtopics.com/blog/data-generated-per-day
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Deployment: Thresholded hate scores
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1 common approach: evaluation

1 key question: enforcement
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Definition 1.2 (ML Audit)    Any independent assessment of an 

identified audit target via an evaluation of articulated expec

tations with the implicit or explicit objective of accountability.
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[2] Abeba Birhane, Ryan Steed, Victor Ojewale, Briana Vecchione, and Inioluwa Deborah Raji. 2024. AI Auditing: The 
Broken Bus on the Road to AI Accountability. In 2024 IEEE Conference on Secure and Trustworthy Machine Learning 

(SaTML), 2024. 612–643. https://doi.org/10.1109/SaTML59370.2024.00037

https://doi.org/10.1109/SaTML59370.2024.00037
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tations with the implicit or explicit objective of accountability.

Evaluation   limited access to model, data, documentation
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Auditor Platform User
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To go beyond the black-box model, what minimal additional 
information should the auditor request to achieve meaningful 
audit validity guarantees?

Context

Robustness during
the audit

▶︎ P1: Known model

▶︎ P2: Labeled data

Verification after
the audit

Change detection

Conclusion



P1: Known model

SaTML

2024

Under manipulations, are some AI models 
harder to audit?
Augustin Godinot, Gilles Tredan, Erwan Le 

Merrer, Camilla Penzo, Francois Taiani 
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AuditManipulability(ℋ︀) = 𝔼𝑆∼𝒳︀𝑚[diam𝜇(ℎ∗, 𝑆)] ModelCapacity(ℋ︀) = 𝔼𝐷∼𝒳︀𝑟 [Rademacher(ℋ︀, 𝐷)]
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It seems […] a platform could always game the system […] 
without sacrificing a lot of accuracy of the model learnt.

— Anonymous reviewer

Conclusion

▶︎ Easy to overfit the audit set with low utility cost
▶︎ Active auditing is not robust despite computational cost
▶︎ Regulators need to have more information than just the 

hypothesis class



P2: Labeled data

ICML

2025

Robust ML Auditing using Prior Knowledge
Jade Garcia Bourrée*, Augustin Godinot*, 

Sayan Biswas, Anne-Marie Kermarrec, Erwan 

Le Merrer, Gilles Tredan, Martijn de Vos, Milos 

Vujasinovic (Spotlight poster)
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ℋ︀𝑎 = {ℎ ∈ 𝒴︀|𝐷𝑎| | 𝐿(ℎ, 𝐷𝑎) < 𝜏}
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Auditors have labeled data, how to take it into account?

Definition 2.3 (Dataset prior)   

ℋ︀𝑎 = {ℎ ∈ 𝒴︀|𝐷𝑎| | 𝐿(ℎ, 𝐷𝑎) < 𝜏}

Set of fair labelings

ℱ︀ = {ℎ ∈ 𝒴︀|𝐷𝑎| | 𝜇(ℎ, 𝐷𝑎) = 0}

Interesting cases

▶︎ Fair audit set (𝛿 = 𝜇(ℎ𝑎, 𝐷𝑎) = 0) ⇒ impossible detection

▶︎ Perfect threshold (𝜏 = 𝛿) ⇒ always detected

▶︎ In between: exact formulation (Thm. 2.2), bounds (Cor 2.3)
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Auditors have labeled data, how to take it into account?

Definition 2.3 (Dataset prior)   

ℋ︀𝑎 = {ℎ ∈ 𝒴︀|𝐷𝑎| | 𝐿(ℎ, 𝐷𝑎) < 𝜏}

Set of fair labelings

ℱ︀ = {ℎ ∈ 𝒴︀|𝐷𝑎| | 𝜇(ℎ, 𝐷𝑎) = 0}

Interesting cases

▶︎ Fair audit set (𝛿 = 𝜇(ℎ𝑎, 𝐷𝑎) = 0) ⇒ impossible detection

▶︎ Perfect threshold (𝜏 = 𝛿) ⇒ always detected

▶︎ In between: exact formulation (Thm. 2.2), bounds (Cor 2.3)

The good regulator theorem [3]

“Every good regulator of a system must be a model of that 
system”
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Queries, Representation & Detection: the 
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Augustin Godinot, Gilles Tredan, Erwan Le 

Merrer, Camilla Penzo, Francois Taiani 
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During the audit

▶︎ Code access
▶︎ Data access
▶︎ Model access
▶︎ Weights access

After the audit

▶︎ Query access
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When the literature gives you Lemons,
you make Queries,

Representation

& Detection
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ℋ︀0 : ℎ ≠ ℎ′ ℋ︀1 : ℎ = ℎ′

Queries

How to select
𝑆 = (𝑥1, …, 𝑥𝑠) ⊂ 𝒳︀?

Representation

How to “compress” 𝑌 = (ℎ(𝑥1), …, ℎ(𝑥𝑠)) into representation 
𝑍?

Detection

How to make the decision ℎ = ℎ′ vs. ℎ ≠ ℎ′ based on 𝑑(𝑍, 𝑍′)?
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https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai


Conclusion

Audits are a matter of
1. Comparison to priors
2. Information gain
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Conferences

SaTML

2024

Under manipulations, are some AI models harder to audit?
Augustin Godinot, Gilles Tredan, Erwan Le Merrer, Camilla Penzo, Francois Taiani 

AAAI

2025

Queries, Representation & Detection: the next 100 model fingerprinting schemes
Augustin Godinot, Gilles Tredan, Erwan Le Merrer, Camilla Penzo, Francois Taiani 

ICML

2025

Robust ML Auditing using Prior Knowledge
Jade Garcia Bourrée*, Augustin Godinot*, Sayan Biswas, Anne-Marie Kermarrec, Erwan 

Le Merrer, Gilles Tredan, Martijn de Vos, Milos Vujasinovic (Spotlight poster)

Preprints

Soon

Manipulation-Proof Oblivious Audits against Deceptive Model Providers
Augustin Godinot, Sofiane Azogagh, Julien Ferry, Sébastien Gambs  

🚧
Δ-audits: adaptive and manipulation-proof performance monitoring
Augustin Godinot, Mohammad Yaghini Nicolas Papernot 
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Open Source

▶︎ https://github.com/grodino/QuRD
▶︎ https://github.com/huggingface/pytorch-image-models

Reading group

▶︎ https://gitlab.inria.fr/WIDE/auditia/reading-group

Teaching

▶︎ Convex & proximal optimization labs

https://github.com/grodino/QuRD
https://github.com/huggingface/pytorch-image-models
https://gitlab.inria.fr/WIDE/auditia/reading-group
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▶︎ Sensitivity of audit metric / platform utility
▶︎ Links with performance prediction
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Tools beyond evaluation

▶︎ Pre-audits: incident databases
▶︎ During the audit: distributed user auditing
▶︎ Links with system specification

Auditing trade-offs

▶︎ Beyond estimation of the impact, reveal the choices
▶︎ Scaling laws against data/compute asymetry
▶︎ Prediction uncertainty and fallback mechanisms
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